This memo specifies new HMAC-SHA-2 authentication protocols for the User-based Security Model (USM) for SNMPv3 defined in RFC 3414.
Introduction
This memo defines a portion of the Management Information Base (MIB) for use with network management protocols. In particular it defines additional authentication protocols for the User-based Security Model (USM) for version 3 of the Simple Network Management Protocol (SNMPv3) specified in RFC 3414 [RFC3414] .
In RFC 3414, two different authentication protocols, HMAC-MD5-96 and HMAC-SHA-96, are defined based on the hash functions MD5 and SHA-1, respectively. This memo specifies new HMAC-SHA-2 authentication protocols for USM using an HMAC based on the SHA-2 family of hash functions [SHA] and truncated to 128 bits for SHA-224, to 192 bits for SHA-256, to 256 bits for SHA-384, and to 384 bits for SHA-512. These protocols are straightforward adaptations of the authentication protocols HMAC-MD5-96 and HMAC-SHA-96 to the SHA-2 based HMAC.
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The Internet-Standard Management Framework
For a detailed overview of the documents that describe the current Internet-Standard Management Framework, please refer to section 7 of RFC 3410 [RFC3410] .
Managed objects are accessed via a virtual information store, termed the Management Information Base or MIB. MIB objects are generally accessed through the Simple Network Management Protocol (SNMP). Objects in the MIB are defined using the mechanisms defined in the Structure of Management Information (SMI). This memo specifies a MIB module that is compliant to the SMIv2, which is described in STD 58, RFC 2578 [RFC2578] , STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580 [RFC2580] .
Conventions
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in BCP 14, RFC 2119 [RFC2119] .
The HMAC-SHA-2 Authentication Protocols
This section describes the HMAC-SHA-2 authentication protocols. They use the SHA-2 hash functions, which are described in FIPS PUB correspondingly.
This section describes the procedure followed by an SNMP engine whenever it must authenticate an outgoing message using one of the authentication protocols defined above.
1. The msgAuthenticationParameters field is set to serialization, according to the rules in RFC 3417 [RFC3417] , of an OCTET STRING containing N zero octets.
2. From the secret authKey of M octets, calculate the HMAC-SHA-2 digest over it according to RFC 6234. Take the first N octets of the final digest -this is the Message Authentication Code (MAC).
3. Replace the msgAuthenticationParameters field with the MAC obtained in the previous step. This section describes the procedure followed by an SNMP engine whenever it must authenticate an incoming message using one of the HMAC-SHA-2 authentication protocols.
1. If the digest received in the msgAuthenticationParameters field is not N octets long, then an failure and an errorIndication (authenticationError) is returned to the calling module.
2. The MAC received in the msgAuthenticationParameters field is saved.
3. The digest in the msgAuthenticationParameters field is replaced by the N zero octets.
4. Using the secret authKey, the HMAC is calculated over the wholeMsg.
5. N first octets of the above HMAC are taken as the computed MAC value.
6. The msgAuthenticationParameters field is replaced with the MAC value that was saved in step 2.
7. The newly calculated MAC is compared with the MAC saved in step 2. If they do not match, then a failure and an errorIndication (authenticationFailure) are returned to the calling module.
8. The authenticatedWholeMsg and statusInformation indicating success are then returned to the caller.
Key Localization and Key Change
For any of the protocols defined in Section 4, key localization and key change SHALL be performed according to RFC 3414 using the SHA-2 hash function applied in the respective protocol.
Structure of the MIB Module
The MIB module specified in this memo does not define any managed objects, subtrees, notifications or tables, but only object identities (for authentication protocols) under a subtree of an existing MIB. 
